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What is a CHIP unit?
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“Law firms have tremendous concentrations of 
really critical private information, and breaking 
into a firm’s computer system ‘is a really 
optimal way to obtain economic and personal 
security information.’”

Bradford A. Bleier, Unit Chief to the Cyber National 
Security Section in the FBI’s Cyber Division (quoted in 
ABA Journal, Ed Finkel, Cyberspace Under Siege, Nov 
1, 2010.
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Only firms with:
◦Litigation
◦Transactions
◦Sensitive Information
◦Employees

 Phishing, Spear Phishing, Whaling
◦ Not necessarily at the firm!

 Technically Sophisticated Adversary 
◦ who is on the other side of your

litigation/transaction
 Hacking for Hire
 CryptoViral Extortion
 Compromised Vendors
 Password Resetting
 BYOD—where is the perimeter?
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 Theft of information
 Destruction of Infrastructure 
 Blocking access to information

State Bar of California 19th Annual Ethics Symposium 
Thomas Jefferson School of Law 

April 25, 2015



6

State Bar of California 19th Annual Ethics Symposium 
Thomas Jefferson School of Law 

April 25, 2015



7

 Starts with phishing

Targeted email 
to individual 
with control of 
funds/informat
ion
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 Once credentials obtained, exfiltration

What information?
Client Trade Secrets
Negotiation Strategy
Other Credentials?

State Bar of California 19th Annual Ethics Symposium 
Thomas Jefferson School of Law 

April 25, 2015



9

Before After
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 What happens next?
◦ Attack connected systems (client?)
◦ Destruction/Extortion?
◦ Use Stolen Information in Litigation/Transaction

 What Happened?
◦ Nature of breach
◦ Take infections offline
◦ How widespread was breach

 Eradicate infection
 Secure your network, close any doors
 Restore from backups compromised or stolen 

information

 What does law enforcement need?
◦ All log files
◦ All employee times spent addressing the attack
◦ All other consequential damages
 Did you hire a remediation firm?

 When should law enforcement be notified
 What law enforcement agency should be 

notified
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 Rule 3-110
◦ “(C)  If a member does not have sufficient learning

and skill when the legal service is undertaken, the
member may nonetheless perform such services
competently by 1) professional consulting another
lawyer reasonable believed to be competent, or 2)
by acquiring sufficient learning and skill before
performance is required.”
◦ Discussion:  “The duties set forth in rule 3-310

include the duty to supervise the work of
subordinate attorney and non-attorney employees
or agents.”
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◦ Bus. & Prof. Code § 6068(e)(1):  It is the duty of an
attorney “[t]o maintain inviolate the confidence, and
at every peril to himself or herself to preserve the
secrets, of his or her client.”
◦ Rule 3-100:  Member may not reveal information

protected by Section 6068(e)(1) without client’s
informed consent.
◦ The duty of confidentiality extends to former

clients.  People v. SpeeDee Oil Change Sys., Inc.,
20 Cal. 4th 1135, 1147 (1999); see also Model
Rule 1.6, cmt. [20].

◦ Blending of duties of competence and
confidentiality

◦ “[T]he manner in which an attorney acts to
safeguard confidential client information is
governed by the duty of competence.”

 Cal. State Bar Formal Opn. No. 2010-179.
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◦ Attorney “must take reasonable precautions to
prevent the information from coming into the
hands of unintended recipients.”  (Cal. State Bar
Formal Opn. No. 2010-179 (quoting Model Rule
1.6, Cmt. 17).)

◦ Reasonableness of precautions takes into account
“the sensitivity of the information and the extent to
which the privacy of the communication is
protected by law or by a confidentiality agreement.”
(Cal. State Bar Formal Opn. No. 2010-179.)

State Bar of California 19th Annual Ethics Symposium 
Thomas Jefferson School of Law 

April 25, 2015



15

◦ Model Rule 1.6 cmt. [18] lists factors to consider in
determining whether the lawyer made reasonable
efforts, including:
 the sensitivity of the information,
 the likelihood of disclosure if additional safeguards are

not employed, 
 the cost of employing additional safeguards, 
 the difficulty of implementing the safeguards, and 
 the extent to which the safeguards adversely affect the 

lawyer’s ability to represent clients (e.g., by making a 
device or important piece of software excessively 
difficult to use).

◦ Factors to consider before using a specific
technology:
 The attorney’s ability to assess the level of security

afforded by the technology.  
 Legal ramifications to third parties of intercepting or

accessing confidential information.
 The degree of sensitivity of the information.  (The

greater the sensitivity, the less risks attorney should 
take.)

 Possible impact on the client of an inadvertent 
disclosure, including possible waiver of privileges. 

 The urgency of the situation.
 Client instructions and circumstances.
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◦ State Bar Opn. 2012-184 discusses factors to
consider when selecting a cloud-based vendor:
 Credentials of vendor.
 How secure is data.
 Whether vendor transmits information in the cloud

across jurisdictional boundaries.
 Attorney’s ability to supervise vendor.
 Terms of service with the vendor.

 While 2012-184 is in a VLO setting, its rationale can 
be applied to give guidance in cloud based vendor 
selection generally.

 Firm policies and protocols
 Educate employees 
◦ Safe and ethical use of technology
◦ Avoiding phishing etc.
◦ Recognizing signs of intrusion
◦ Culture of compliance/management priority

 Investment in safeguards: employees, 
software and hardware 

 Monitor your network  
 Encryption
 VPN
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 Does the duty of confidentiality permit this 
absent client consent?
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 Rules of Professional Conduct Rule 3-500

 A member shall keep a client reasonably 
informed about significant developments 
relating to the employment or representation

◦ Do you know what happened?
◦ Breach vs. "incident"
◦ What information was compromised?

Attorneys have fiduciary obligation to disclose 
material facts to their clients.
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A member shall not accept or continue 
representation of a client without providing 
written disclosure to the client where:
 (1) The member has a legal, business, 

financial, professional, or personal 
relationship with a party or witness in the 
same matter; or . . . 

 (4) The member has or had a legal, 
business, financial, or professional interest 
in the subject matter of the representation.
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 Model Rule 1.7 defines a conflict as including 
a situation where “there is a significant risk 
that the representation of one or more clients 
will be materially limited by the lawyer’s 
responsibilities to another client, a former 
client or a third person, or by a personal 
interest of the lawyer.” 

 Opined that “[a] lawyer’s effort to conform 
her conduct to applicable ethical standards is 
not an interest that will materially limit the 
lawyer’s ability to represent the client. . .”

 Clients are entitled to counsel who comply 
with applicable standards of professional 
responsibility. 

 Lawyers are entitled to seek advice on how 
best to comply with those standards. 

 Lawyers are not obligated to tell a client how 
the lawyers have reached a conclusion 
concerning professional responsibilities.

 See also State Bar Formal Opinion 2012-183
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A member shall not, without the informed written consent of 
each client:

(1) Accept representation of more than one client in a matter in 
which the interests of the clients potentially conflict; or

(2) Accept or continue representation of more than one client in 
a matter in which the interests of the clients actually conflict; or

(3) Represent a client in a matter and at the same time in a 
separate matter accept as a client a person or entity whose 
interest in the first matter is adverse to the client in the first 
matter.
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 But what about 3-310(b)?

 How to reconcile the two rules in this setting?

 And what impact, if any, does the rationale of 
the in-firm privilege cases have on the 
question of whether consent is required?
◦ Federal In firm cases vs. Edwards Wildman

 Recognizing that law firms seek advice about 
their legal and ethical obligations in representing 
a client, including from their own lawyers

 Although consultation with an in-house ethics 
advisor is confidential, the firm should disclose 
to the client the firm’s conclusions with respect 
to those ethical issues if it concludes the client 
may have a claim against the firm
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“[C]lient consent may be sought only when 
the firm reasonably believes that one or more 
lawyers in the firm can provide competent 
and diligent representation to the client 
notwithstanding the consulting lawyer’s 
conflict.”

“It may not always be clear when the interests 
of the client and the law firm have become so 
adverse that withdrawal is required in the 
absence of client waiver. . . . [A] law firm is 
not disloyal to a client by seeking legal 
advice to determine how best to address the 
potential conflict, regardless of whether the 
legal advice is given by inhouse counsel or 
outside counsel.”
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 Attorney consultation with its in house counsel is 
protected by the attorney client privilege.

 Court declined to opine on the ethics questions other than 
to acknowledge the duty of disclosure to a client of 
significant development.
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The Net: Law Firm Cybersecurity
The State Bar of California

COPRAC
Statewide Ethics Symposium

BAKER & HOSTETLER LLP
Tanya L. Forsheit, Partner

606006700 51

Security and Control

• Assess
• Protect

– Confidentiality
• Prevent unauthorized access

– Integrity
• Prevent unauthorized and unintentional alteration

or deletion

– Availability
• Maintain availability to authorized users

• Respond

606006700 52
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Accountability and Education

• Communicate and educate
– Employees

– vendors

• Establish goals and measure performance

• Monitor for compliance

• Procedures to address requests, complaints
and disputes

• Enforcement and corrective action

606006700 53

Costs of Incident Response

54

• Forensics

• Notification costs

• Credit monitoring

• Call center

• Crisis response

• Legal fees

• Defense costs/settlement expenses

• PCI fines/assessments & regulatory fines

606006700
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What Should Happen If There Is a Suspected 
Security  Incident or Breach, and When and How?

Handling the 
Long‐Term 

Consequences

Managing the 
Short‐Term 

Crisis

Evaluation of 
the Data 
Breach 

Discovery of a Data 
Breach

Theft, loss, or Unauthorized 
Disclosure of Personally 
Identifiable Non‐Public 

Information or Third Party 
Corporate Information that is in 
the care, custody or control of the 
Insured Organization, or a third 
party for whom the Insured 
Organization is legally liable

Forensic 
Investigation and 
Legal Review

Notification and 
Credit Monitoring

Class‐Action 
Lawsuits

Regulatory Fines, 
Penalties, and 

Consumer Redress

Public Relations

Reputational 
Damage

Income Loss

606006700 55

Notification Laws

• 47 states, D.C., & U.S. territories

• HIPAA

• Laws vary between jurisdictions

• Varying levels of enforcement by state
attorneys general

• Limited precedent
– What does “access” mean?

– What is a reasonable notice time?

606006700 56
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Other Challenges

• FTC (and FCC?) enforcement priorities
– Security, deceptive privacy policy statements,

mobile applications, big data, US-EU Safe
Harbor

– Recent FCC fines

• State laws
– Reasonable security & expanding scope of

notification laws
– Active enforcement – State Attorneys General

• Legislative
– Cybersecurity Framework, White House report

57606006700

Objectives for a Data Breach 
Incident Response Plan

• “Living Document”

– Routinely updated to keep current

• Clear and easy to use in the midst of a crisis incident

– Succinct

– Organized by sections

• Not a “phone book” but not a “leaflet”

– Background information on regulations and laws

– Detailed procedures and steps on incident management

– Contact details of the Incident Response Team (IRT)

• Document all discoveries for evidentiary needs

• Practice for events

58606006700
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 79% surveyed firms in aggregate view 
cyber/privacy as one of top 10 risks

 72% surveyed have not assessed and scaled 
cost of data breach based on info they retain

 41% surveyed have not taken measures to 
insure against cyberisk and 10% don't know if 
they have or not

 62% surveyed have not calculated effective 
revenue lost or extra expenses incurred after 
attack.

Wendy Wen Yun Chang, wchang@hinshawlaw.com
Richard Egger, Richard.Egger@bbklaw.com

Tanya Forsheit, tforsheit@bakerlaw.com
Scott B. Garner, sgarner@morganlewis.com

Wes Hsu
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